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1.1.4 CYBERSECURITY CAREER ROADMAP 

CISSP is acclaimed as the gold standard of the security industry. As 
the comprehensiveness of certification requirements, individuals 
are considered experienced and knowledgeable information 
security professionals once certified as CISSP. 

CISSP plays a strategic and central role in security certifications. It 
builds a solid foundation to extend career path from security 
management to security governance, security operations, and 
other specialty security areas such as cloud security, software 
security, and infrastructure security. 

 

FIGURE 1-5 THE STRATEGIC ROLE OF CISSP 



The Effective CISSP - Security and Risk Management 

8 

Security Management 

 CISSP covers both management and technical concepts. It is 
comprehensive and builds a solid foundation for other 
certifications. 

 ISSAP, ISSEP, and ISSMP are CISSP Concentrations; they are 
extensions to CISSP in terms of architecture, engineering, and 
management and only available for CISSPs. 

 CCSP is a vendor-neutral certification of cloud security. CCSP 
aspirants can sit for the CCSP exam without passing CISSP 
beforehand. 

 CSSLP focuses on software development security. The author 
treats it is an extension to the CISSP Domain 8. CSSLP can go 
directly to CSSLP without CISSP qualification. 

 PMI lays the management foundation for security 
professionals in terms of project management, business 
analysis, risk management, and strategy execution. 

 IT Service Management (ITSM) helps to integrate security into 
IT processes and information systems. 

 Software development is crucial to information security, as 
Agile approaches are commonly adopted nowadays, software 
solutions are deployed to the cloud, and security products rely 
on artificial intelligence (AI) for log correlation, intrusion 
detection, or other application. 

 

FIGURE 1-6 PMI CERTIFICATIONS 
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Security Governance 

 Certified in the Governance of Enterprise IT (CGEIT) is about IT 
governance. It does not address security issues directly but is 
highly related to security in terms of IT and governance level.  

 Certified Information Security Manager (CISM) addresses 
information security not only from the perspective of 
management but also from governance. 

 Certified Information Systems Auditor (CISA) is ideal for 
internal auditors who work in the audit department as an 
independent organizational unit under the board-level audit 
committee. 

 Certified in Risk and Information Systems Control (CRISC) 
focuses on information risk management that is the 
foundation of CISA, CISM, and CGEIT. 

 MBA/EMBA programs instill more business and governance 
agenda. A Ph.D. degree is helpful but optional. 

 

FIGURE 1-7 ISACA CERTIFICATIONS 

Security Operations 

Security operations are ongoing execution of repetitive security 
activities per the procedures to enforce security. The job market 
demands of security operations can be considered in terms of the 
blue team and the red team. 
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Blue Team 

A blue team is the defender in a security exercise. It is “a group of 
individuals who perform an analysis of information systems to 
ensure security, identify security flaws, verify the effectiveness of 
each security measure, and to make certain all security measures 
will continue to be effective after implementation.” (Wikipedia) 

 Security Operations Center (SOC) 
 Incident Response 
 Intelligence Management 
 Digital Forensics 

Red Team 

A red team is the attacker in a security exercise. It is “a group that 
helps organizations to improve themselves by providing opposition 
to the point of view of the organization that they are helping.” 
(Wikipedia) 

 Penetration Testing 
 Social Engineering 

EC-Council provides a suite of certifications to meet the market 
demands for the blue team and red team. 

 

FIGURE 1-8 EC-COUNCIL CERTIFICATIONS 
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Infrastructure 

Infrastructure refers to computer systems, networks, 
communication systems, operational systems, virtualization 
platforms, application runtimes, and the like. 

Cisco, Microsoft, RedHat, and VMWare are some of the most well-
known certification providers. 

 

FIGURE 1-9 SAMPLE VIRTUALIZATION AND SOFTWARE PLATFORM 

 

FIGURE 1-10 SAMPLE NETWORK INFRASTRUCTURE 


